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Energy Preparedness is up to YOU!

Steven White
Energy Program Manager
United States Department of Homeland Security
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* Engineer with over 20 years experience In
Federal energy management ranging from
generation, transmission and distribution to
policy management

 Certified Energy Manager

e Department of Homeland Security Energy st
Program Manager s?\ﬂ(
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» Threats to energy security include 5
natural and man-made events. '3
* Threats and vulnerabilities change.

e Risks can never be eliminated
completely!
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* Without the ability to eliminate risk, we must learn to
plan for it.

* Preparedness Is an Iterative process that requires
~Coordination
—1Planning
— Training
—1Practicing
—Tuning

« ONCE YOU ARE DONE, START OVER!
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e Some risk reductions can lead to other
vulnerabilities...

—The “smart grid” will improve response to many
situations and allow better distributed generation
opportunities, but it will also open up a cyber
vulnerability.

—On-site/distributed power generation can become a
target

Steven White
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e The Supply Chain

 (energy source), source of supply, transmission company,
distribution company, facility owner, lease holder, and tenant.

 Local, State and Federal Agencies

* First responders, emergency management agencies, Federal Energy
Regulatory Commission, US Department of Energy

* Non-Government Organizations

* North American Electric Reliability Council (NERC), regional
ISOs

* Regional commercial entities
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"The private sector develops its own security
standards [and] the private sector also oversees
compliance with these standards. In short, the

private sector has the responsibility for
securing the grid..."

» Yvette Clarke (D-NY), Chairwoman of the Subcommittee

on Emerging Threats, Cybersecurity, Science and
Technology
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* YOU must ensure that your sites are prepared
In the event of an incident

* YOU must determine how long you can afford
to be without power

* YOU must decide how long you will need to
have backup power capability for

 YOU must Initiate the conversation with other
members of “The Chain”
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* What’s the cost of an outage? Of mission
failure?

* \What mission-critical sites do you have?

* How does energy get to your critical
Sites?

* What threats and vulnerabilities exist
along the transmission path?

« What long-term and short-term strategies
have you implemented?
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* |dentify critical risk exposures in your area of
operations

« Make design, implementation and sustainability of
security systems a consideration in all projects

* |dentify strategies to reduce impacts of an incident

* Have short-term response strategies for higher risk
operations

* |dentify long-term resilience strategies for mission
critical operations

e COORDINATE with other members of “The Chain”

~GovEnergy Steven White
< www.govenergy.gov August 9_12’ 2009



= oa anagemen

* As the customer, YOU determine how much
energy you use and when you use It.

* Energy reduction strategies can reduce
dependence on critical supplies.

e Conservation returns dividends.

GovEner Steven White
/Q www.govenergy.gov gy August 9_12’ 2009



& roposition

"An Integrated approach to protecting critical
electrical infrastructure will be much less
expensive and more effective and expedient
than any fragmented approach to the problem.”

» William Graham, chairman of the Commission to Assess
the Threat to the United States From Electromagnetic
Pulse
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Thank You!

steven.white@hqg.dhs.gov
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