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Cyber Security & Industrial Control Systems

• Computerized and Networked DOD Industrial Control  Systems 

Require A Level Security Consistent with Information 

Assurance Guidelines

– Processes, Tools and Techniques Are Different than 

solutions provided to the IT Network

• Presenters

– Cyber Threats & Vulnerabilities – Dr John Saunders, NDU

– Defense in Depth:  The Federal Standards  – Dr Ron Ross, 

NTIS

– DoD Information Assurance for Industrial Control Systems–

Ms Stacey Tyley, OSD/I&E

– Industry Approaches and Resources for Securing 

SCADA/ICS – Mr Andy Bochman, IBM/Rational Di vision
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How Did Max Do That?

Login Password

johnson control

honeywell webs

Med (Siemens) med

. http://www.cyxla.com/passwords/passwords.html

http://www.cyxla.com/passwords/passwords.html
http://www.cyxla.com/passwords/passwords.html


Attack: Ghost Exodus

Carrell Clinic, Dallas
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Attack: Pacific Energy
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Attack: GEXA Energy

• On Feb. 5, 2008, GEXA Energy terminated Kim's employment as a 
database administrator and permanently revoked his access to all 
GEXA Energy facilities, computer networks, and information 
technology systems, the report says. Approximately three months 
later, Kim remotely accessed the GEXA Energy computer network and 
GEXA Energy Management System (GEMS) database. 
http://www.darkreading.com/insiderthreat/security/cybercrime/showArt
icle.jhtml?articleID=221900552 
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MS CVE 2568
- XP SP3, Server 2003 SP2, 

Vista SP1 and SP2, Server 2008 

SP2 and R2, and Windows 7

- via .LNK & .PIF; Shares, WebDAV
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Other EMCS Sample Attack Vectors

Social

Engineering

Toolkit

• Email w Adobe Attachment 

• Gather Personal / organizational email 
addresses

• Send faked Pay/benefits notice w Adobe
Attachment

• Buffer overflow installs trojan/keystroke 
logger

• Monitor access from workstation to 
EMCS

• Capture URL, login & password

• Local Connect

 Disconnect Device RJ-45 cable 

 Plug into PC or plug into empty socket 
on switch 

 Use Zenmap to run scan on common 
non-routable address space

 Execute Wireshark on identified space to 
effect packet capture
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Attack Tools: The Hacker Desktop

http://vimeo.com/2295785

Metasploit

BackTrack 4.0

http://vimeo.com/2295785

