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Cyber Security & Industrial Control Systems

« Computerized and Networked DOD Industrial Control Systems
Require A Level Security Consistent with Information
Assurance Guidelines

— Processes, Tools and Techniques Are Different than
solutions provided to the IT Network

 Presenters
— Cyber Threats & Vulnerabilities — Dr John Saunders, NDU

— Defense in Depth: The Federal Standards — Dr Ron Ross,
NTIS

— DoD Information Assurance for Industrial Control Systems—
Ms Stacey Tyley, OSD/I&E

— Industry Approaches and Resources for Securing
SCADA/ICS — Mr Andy Bochman, IBM/Rational Di vision
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How Did Max Do That?

offsite

Remote Access Via the Wo
Wide Web »

. http://lwww.cyxla.com/passwords/passwords.html
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Attack: Ghost Exodus

Case 3:09-cr-00210-B Document 11 Filed D?iEEEﬂDS__Eage.E.nLE.__'._.;!
U.S. DISTRICT COURT
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INDICTMENT
18 U.S.C. § 1030(a)(5)(A) and § 1030(c)(4)(B)(i)(II) : A; 3 P —————

Transmitting a Malicious Code Time: Fiday, 12/1/2008 43759PM
Process|.D.: 131 (annunciate. log)
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Filed in open court this day of . AD. 2009,
Clerk

JESSE WILLIAM MCGRAW - In Custody (Seagoville)

UNITED STATES T/MAGISTRATE JUDGE
Criminal Complaint 3:09-MJ-207 Yhaasoy
Magistrate Case No. 3:09-207-MJ

Cahesive Automation, Inc.
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Attack: Pacific Energy

8 UNITED STATES DISTRICT COURT
9 FOR THE CENTRAL DISTRICT OF CALIFORNIA
10 February 2009 Grand Jury

UNITED STATES OF AMERICA, CR No. 09-

)
)
Plaintiff, ) INDICIMENT
13 )
V. ) (18 U.5.C. § lU3U(a)(5)(A)(i).:
14 ) (B) (1): Unauthorized
MARIO AZAR, J Impairment Of A Protected
15 ) Computer]
Defendant. J
16 )
PACIFIC ENERGY 'y
'-va—n
AN
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Attack: GEXA Energy

« On Feb. 5, 2008, GEXA Energy terminated Kim's employment as a
database administrator and permanently revoked his access to all
GEXA Energy facilities, computer networks, and information
technology systems, the report says. Approximately three months
later, Kim remotely accessed the GEXA Energy computer network and
GEXA Energy Management System (GEMS) database.
http://www.darkreading.com/insiderthreat/security/cybercrime/showArt
|clejhtml’?art|cleID 221900552

Latest Search Results

En 16001 Energy management systems Full Download
En 16001 Energy management systems [Trusted Download]
En 16001 Energy management systems Fast Download

Practical Attacks against the MSP430 BSL"

[Work in Progress]

En 16001 Energy management systems Torrent
More Results of En 16001 Energy management systems Travis Goodspeed
1933 Black Oak Street
.Jellerso_n City, TN,_USA
travis@radiantmachines.com

«| ABSTRACT
s This paper pre: annel timing attack nst the _RST
MSP430 serial er (BSL), ext.eudin heoret-
ical l’qulil’Ed f a practical m]]l
ment is the of i h age glitching
| 1o attack a disabled BSL. Normal User Program Begins

WINCRACK.COM

Download crack or serial for Energy Lens - Energy Manajiis
Software 1.6

1. SUMMARY

The Texas Instruments MSP430 low /er mi mtroller TEST
is ed m many medical, industrial, a.nd consumer devlces BSL Enuy :,ES,L,B,C,g‘,‘ ,,,,,,, -

prog; med by JTAG or aserial bootstrap loader
4 (BSL) wh h s in masked ROM.

Figure 1: BSL Entry Sequence (Chips w/ Shared

s, we ho JTAG Pins)
aaaaa R,e nt versions of the BSL . my be disabled by setting a

~valne in fla; hmnmnr Wh, nabled the BST. i
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SIEMENS

Energy Management with SIMATIC

With SIMATIC he integrat e-J automation sys rom Siemens, companies L] ) [
OpTITTT e — ; e Ing their productivity and I ey ey --.':.:-'.--I
: | [ suuanc oowerse |

competitiveness: time, costs and quality B

The issue of saving energy costs plays a crint =otn s Thonbe 2n
unigue portfolio, SIMATIC enables system-w "'S'l:II_I‘xI--le'l:jl Trn]an Targets Slemens wlncc
efficient use of energy. Energy resources c:

: . i} . I 20 July 2010

transparently and controlled effectively
Siemens is alerting its users in the USA that a malware program (Trojan) is targeting
. the Simatic WinCC and PCS 7. The Trojan is spread by USB memory sticks and takes
PROFleneray: Energy costs under control advantage of Microsoft security vulnerabilities. First noticed on 14 July, the malware

An important key to reducing the energy costs: Shutting «
productive perids as wel as acquiring measured energ: @fTeCts all Windows computers from XP on up.
granular fashion.

With thi= as objective, PROFIBUS & PROFINET Internation: ,

Apparently, a simple viewing the contents of the USE
the Trojan. Siemens has

voiding the use of a USE stick on all
WinCC software.

de has been designated

and propagates using USE drives

ad with malformed shortout (Link)

=d when the user inserts the USE

d views the contents with Windows
application that displays the file
cifically aimed at WinCC it could be

v Windows system that accepts

=. It appears to rely on an

erability in Windows .Ink file handling.

n Microsoft controls that require
drivers to be digitally signed, the code contains the 4
digital signature of Realtek Semiconductoer Corp. Trojan target: WinCC
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Other EMCS Sample Attack Vectors

« Email w Adobe Attachment

« Gather Personal / organizational email
addresses

« Send faked Pay/benefits notice w Adobe
Attachment & uscerr

- Buffer overflow installs trojan/keystroke s ———
I O g g er EEEE‘E%’:‘:;:-‘(’]“M"T-m-zm-m: Adobe Reader/Acrobat Critical

« Monitor access from workstation to
EMCS

« Capture URL, login & password
e Local Connect
« Disconnect Device RJ-45 cable

« Plug into PC or plug into empty socket
on switch

« Use Zenmap to run scan on common
non-routable address space

. Execute Wireshark on identified space to
r effect packet capture
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Attack Tools: The Hacker Desktop
e S : 7

Auditor
Google ot
Hacking

> ¥ § riatration Gathwring .
.- Documents * s Natwork Nappig »
7 Edtory ? L Vurerabity Menthication
s It ¥ £y Penstration

o~ Services - P ' L, al

r Wine b Muntaning Accass 4 Paszwordattacks ’
- Graphics ¥ o Radio Network Anaysts ® i Sniffers y
A3 Mytamede e YO & Telephony Andlyss » Spocivrg

Q) Systam * & gkl Forenacy .

ke A oo MR My Cool Desktop!
noo\

KSnapshat LWL\ \ y\.a “-‘( *"\t w \

Fnd FlesFolders

& NEZalirnous v

)
Run Cormrmand
Lock Sawsion
£) Loy o

=@ 23:M8

B2, KSnapshot (Screen Capture Program) : :::::::‘;:c((‘:;l::(;z:n"";"’)"-’ﬂ)
8 Netconfig ‘N‘.’T‘"""k card config) @ NmapFE (Security Scanner)
‘ — tolletaliias M Proxychains (Proxies misc tools)
: ::::::;mns : - - # Scanrand (Stateless scanner)
4 s 9 * &3 Security scanner » # Timestamp (Requests timestamp)
Utils 5 Analyzer &5 Webserver scanner » ¥ Unicornscan (Fast port scanner)
s Settings L4 y Spoofing 4 :3 Network Scanner » @ lsrscan (Source routed packets scanner)
D System *» &5 Bluetooth * &4 05 Detection »
SOT &4 Wireless * &3 Applcation scanner »
Bookmarks » &5 Bruteforce ¥ &4 SM8 scanner »
«: Quick S‘IOVQ':.CI » &4 Password cracker 13 &3 ONS lookup »
& Run Command & Forensics ¥ 4 Router scanner »
[E) Lock Session i Honeypot * & Protocol scanner »

(2] Logout
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