Enterprise-Wide Risk Management

STRATEGIC RISK
FOCUS

Multi-tiered Risk Management Approach

Implemented by the Risk Executive Function
Enterprise Architecture and SDLC Focus TIER 1
Flexible and Agile Implementation

(Governance)

TIER 2

(Information and Information Flows)

TACTICAL RISK

TIER 3 FOCUS

(Environment of Operation)
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Risk Management Framework

Starting Point

' CATEGORIZE
*

Define criticality/sensitivity of
information system according to
MO_N ITOR potential worst-case, adverse SELECT
Security Controls impact to mission/business. Security Controls

Continuously track changes to the Select baseline security controls;
information system that may affect apply tailoring guidance and
security controls and reassess supplement controls as needed

control effectiveness. based on risk assessment.

Security Life Cycle

AUTHORIZE IMPLEMENT
Information System Security Controls

Determine risk to organizational Implement security controls within
operations and assets, individuals, enterprise architecture using sound
other organizations, and the Nation; ASSESS systems engineering practices; apply

if acceptable, authorize operation. Security Controls security configuration settings.

« Determine security control effectiveness «

(i.e., controls implemented correctly,
operating as intended, meeting security
requirements for information system).
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Defense-in-Depth Security Controls

NIST Special Publication 800-53
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Links in the Security Chain: Management, Operational, and Technical Controls

v" Risk assessment v" Access control mechanisms
v" Security planning, policies, procedures v Identification & authentication mechanisms
v Configuration management and control (Biometrics, tokens, passwords)

v" Contingency planning v" Audit mechanisms

v" Incident response planning v" Encryption mechanisms

v Security awareness and training v Boundary and network protection devices
v Security in acquisitions (Firewalls, guards, routers, gateways)

v Physical security v Intrusion protection/detection systems

v Personnel security v Security configuration settings

v' Security assessments and authorization v Anti-viral, anti-spyware, anti-spam software
v~ Continuous monitoring v" Smart cards

Adversaries attack the weakest link...where is yours?
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Strategic Risk
Management
Focus

Tactical Risk
Management
Focus

NIST

Security Control Allocation

RISK EXECUTIVE FUNCTION

Organization-wide Risk Governance and Oversight

>

Core Missions / Business Processes
Security Requirements
Policy Guidance

Security

INFORMATION
SYSTEM

INFORMATION

Security SYSTEM

Assessment »
Report ha System-specific

Controls

System-specific
Controls

Plan of Action
and Milestones

Ongoing Authorization Decisions

RISK
MANAGEMENT
FRAMEWORK

(RMF)

A4

Hybrid Controls

IIIIIIIIIIII’
Hybrid Controls

IIIIIIIIIIII’

COMMON CONTROLS
Security Controls Inherited by Organizational Information Systems
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' Security
seI:Iunty Assessment
an Report

v

Plan of Action and
Milestones

Security
Plan Plan

Security
Assessment
Report

Plan of Action

and Milestones

<

Ongoing Authorization Decisions

NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

Ongoing Authorization Decisions

Top Level Risk
Management
Strategy Informs

Operational
Elements
Enterprise-Wide



Contact Information

100 Bureau Drive Mailstop 8930
Gaithersburg, MD USA 20899-8930

Project Leader

Dr. Ron Ross
(301) 975-5390
ron.ross@nist.gov

Administrative Support

Peggy Himes
(301) 975-2489
peggy.himes@nist.gov

Senior Information Security Researchers and Technical Support

Marianne Swanson
(301) 975-3293
marianne.swanson@nist.gov

Pat Toth
(301) 975-5140
patricia.toth@nist.gov

Web: csrc.nist.gov/sec-cert
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Kelley Dempsey
(301) 975-2827
kelley.dempsey@nist.gov

Arnold Johnson
(301) 975-3247
arnold.johnson@nist.gov

Comments: sec-cert@nist.gov



