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“For every attack reported there’s a hundred attacks unreported.” Eric Byres



How Did Max Do That?

Login Password

johnson control

honeywell webs

Med (Siemens) med

See e.g. http://www.cyxla.com/passwords/passwords.html

http://www.cyxla.com/passwords/passwords.html
http://www.cyxla.com/passwords/passwords.html


Attack: Ghost Exodus
Carrell Clinic, Dallas



Attack: Pacific Energy



Attack: GEXA Energy
• On Feb. 5, 2008, GEXA Energy terminated Kim's employment as a database administrator and permanently 

revoked his access to all GEXA Energy facilities, computer networks, and information technology systems, the 
report says. Approximately three months later, Kim remotely accessed the GEXA Energy computer network and 
GEXA Energy Management System (GEMS) database. 
http://www.darkreading.com/insiderthreat/security/cybercrime/showArticle.jhtml?articleID=221900552

DO NOT GO TO THIS SITE

http://www.darkreading.com/insiderthreat/security/cybercrime/showArticle.jhtml?articleID=221900552
http://www.darkreading.com/insiderthreat/security/cybercrime/showArticle.jhtml?articleID=221900552


Attack Tools: The Hacker Desktop

http://vimeo.com/2295785

Metasploit

BackTrack 4.0

http://vimeo.com/2295785


Attack Vector: Vulnerability Exploitation 
Recent Vulnerability Announcements 2010

Aug 5. CVE 2965 thru 2968. Severity 7.83 through 10.0
• The FTP daemon in Wind River VxWorks does not close the TCP connection after a 

number of failed login attempts, which makes it easier for remote attackers to obtain access 
via a brute-force attack.

• The loginDefaultEncrypt algorithm in loginLib in Wind River VxWorks before 6.9 does not 
properly support a large set of distinct possible passwords, which makes it easier for 
remote attackers to obtain access via a (1) telnet, (2) rlogin, or (3) FTP session.

• The INCLUDE_SECURITY functionality in Wind River VxWorks 6.x, 5.x, and earlier uses 
the LOGIN_USER_NAME and LOGIN_USER_PASSWORD (aka LOGIN_PASSWORD) 
parameters to create hardcoded credentials, which makes it easier for remote attackers to 
obtain access via a (1) telnet, (2) rlogin, or (3) FTP session.

• The WDB target agent debug service in Wind River VxWorks 6.x, 5.x, and earlier, as used 
on the Rockwell Automation 1756-ENBT series A with firmware 3.2.6 and 3.6.1 and other 
products, allows remote attackers to read or modify arbitrary memory locations, perform 
function calls, or manage tasks via requests to UDP port 17185, a related issue to CVE- 
2005-3804.

Aug 5 CVE 2862, 2201-2212 (Jun30) Severity 9.3
– Adobe Acrobat arbitrary code execution or denial of service simply thru execution of 

carefully crafted PDF files
July 22 CVE 2772 Severity 6.9

• Microsoft vulnerability payload(see CVE 2568 severity 9.3) targets Siemens Simatic 
WinCC and PCS 7 SCADA system uses a hard-coded password, which allows local users 
to access a back-end database and gain privileges, as demonstrated in the wild in July 
2010 by the Stuxnet worm, 

See: http://nvd.nist.gov/home.cfm

http://nvd.nist.gov/home.cfm


“For every attack reported there’s a hundred attacks unreported.” Eric Byres

MS CVE 2568
- XP SP3, Server 2003 SP2, 

Vista SP1 and SP2, Server 2008 
SP2 and R2, and Windows 7
- via .LNK & .PIF; Shares, WebDAV



Other EMCS Sample Attack Vectors
• Email w Adobe Attachment

• Gather Personal / organizational email addresses
• Send faked Pay/benefits notice w Adobe Attachment
• Buffer overflow installs trojan/keystroke logger
• Monitor access from workstation to EMCS
• Capture URL, login & password

• Local Connect
Disconnect Device RJ-45 cable 
Plug into PC or plug into empty socket on switch 
Use Zenmap to run scan on common non-routable address space
Execute Wireshark on identified space to effect packet capture

Social
Engineering
Toolkit



Sample Attack Vector & Demo: 
Wireless Network ID & Inject

Identify Wireless Access Point
If open, connect. If not, crack with e.g Airmon/crack, then connect.
Set wireless card on promiscuous mode.
Capture packets with Wireshark (may need to do ARP Cache 

poisoning to foil network switch)
Analyze captured data to Identify device addresses, protocols
Use Netcat to inject denial of service packet 

nc 7.1.1.105 502 –w 1 <c:\coil8-off.hex
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