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High Assurance for the Smart Grid

* “High Assurance” in this context refers to the IEEE
definition
— “Integrated approaches for assuring reliability,

avallability, integrity, privacy, confidentiality, safety, and
real-time performance of complex systems...”),

» See High Assurance Systems Engineering (HASE)
2011 conference web site

— http://hase.eadvise.us/index.html
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Energy Flow & Energy Control Architecture

Hierarchical Mesh with Distributed Generation
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Energy Flow

Energy Flow

G, = Generator
S, = Substation
L, = Load

Original grid energy flow shown in black

Interties for increased reliability shown in blue

Arrows show unidirectional vs. bidirectional energy flow
Does not reflect the added complexity of small scale distributed generation
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Original grid energy flow shown in black
Interties for increased reliability shown in blue
Arrows show unidirectional vs. bidirectional energy flow
Does not reflect the added complexity of small scale distributed generation

Original grid energy flow shown in black
Interties for increased reliability shown in blue
Arrows show unidirectional vs. bidirectional energy flow
Does not reflect the added ity of small scale distril

Grid Control Flow

- GovEnergy

Energy
Distributed

Network

Control
Distributed
Network

WWW.gOVenergy.gov thomas.overman@boeing.com; toverman@ieee.org @_ﬂﬂf]ﬂﬂ



mailto:homas.overman@boeing.com�
mailto:toverman@ieee.org�

Cyber Security Defense in Depth
& Risk Management

Network Firewall
&
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Switchport
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- Data in Transit
- Data at Rest
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Power System Impact
Defense in Depth & Risk Management Assessment

determine which controls are needed at each node or type of node
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Defense in Depth Example

Advanced Intrusion Analytics
for robust perimeter defense in depth

Virtual Secure Enclaves (VSE)

for logical separation of systems & data

Secure Interoperability Layer (SIL)

DOD-derived security & interoperability capabilities

Distributed Energy Control
A grid control architecture of distributed energy mgmt &
cyber security and Auto-Responsive Load control

Secure Multi-level Information Share
for sensitive data exchange

Substations CSG
& Field Devices

Secure Distributed Control
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Advanced Intrusion Analytics Advanced Intrusion Analytics

Control System Gateway Secure Multi-level
{CSG) Information Share

oL

Switch

CSG is a set of security controls, including
Firewall, VPN authentication, Protected Transport
and other cyber security services as needed.
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Logically Isolated Operations Centers
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Nested Virtual Private Networks
VPN1 = EnergyNet for shared data flow
among participants.

VPN 2..n = for private data flow within
individual participants

Trans / Dist
CSG Con ooms

G
CsG
Premises
(AMI, DR, DG, DS etc.)

Substations
& Field Devices csG

Secure Distributed Control

Substations
& Field Devices
SG
Private CSG
Premises
(AMI, DR, DG, DS etc.)
Control Rooms CsG

Utility Back Office Systems

are within the Advanced Intrusion
Analytics perimeter
and outside the Operations/control VSEs
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Tom Overman,
Chief Architect, Boeing Energy Cyber Security
thomas.overman@~boeing.com, toverman@ieee.org

~ GovEnergy

.govenergy.gov



mailto:thomas.overman@boeing.com�
mailto:toverman@ieee.org�

	High Assurance Smart Grid
	Outline
	High Assurance for the Smart Grid
	Slide Number 4
	Slide Number 5
	Defense in Depth Example
	Slide Number 7

