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Outline

• High Assurance for the Smart Grid ≠ EAL-7

• Distributed Control System Architecture

• Defense in Depth & Risk Management approach

• Example
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High Assurance for the Smart Grid

• “High Assurance” in this context refers to the IEEE 
definition 
– “integrated approaches for assuring reliability, 

availability, integrity, privacy, confidentiality, safety, and 
real-time performance of complex systems…”), 

• See High Assurance Systems Engineering (HASE) 
2011 conference web site
– http://hase.eadvise.us/index.html
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Energy Flow & Energy Control Architecture
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Energy Flow

Gn = Generator
Sn = Substation
Ln = Load 
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Energy Flow

Original grid energy flow shown in black
Interties for increased reliability shown in blue
Arrows show unidirectional vs. bidirectional energy flow
Does not reflect the added complexity of small scale distributed generation 
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Energy Flow

Original grid energy flow shown in black
Interties for increased reliability shown in blue
Arrows show unidirectional vs. bidirectional energy flow
Does not reflect the added complexity of small scale distributed generation 

Control Data Flow

Control
Center

G1

S1

S2

F1

F2

F3

F4

F5

F6

F8

F9

F7

G2

G3

S3

S0

A

B

C

D

E

F

G

H

L

Energy Flow

Original grid energy flow shown in black
Interties for increased reliability shown in blue
Arrows show unidirectional vs. bidirectional energy flow
Does not reflect the added complexity of small scale distributed generation 

Control Data Flow

Control
Center

Mesh with Distributed Intelligence

Mesh with Distributed Generation
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Defense in Depth & Risk Management Assessment 
determine which controls are needed at each node or type of node
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Defense in Depth Example
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